Report on the one day hands on workshop
on

‘Cyber Security and Ethical Hacking’

The Department of Comp Science & Applications organized a one day hands on
workshop on ‘Cyber Security and Ethical Hacking’ to celebrate the annual event
SCTechZest 2018 on the 15th September, 2018.

Shri A Chettri from North Eastern Police Academy ,Umsaw, Meghalaya was
the Resource Person for the workshop who shared his experience and knowledge
with the student community regarding the theme.

With the world turning into one global village and the fact that most of the
official work (private and public) is done through computer and computer systems,
it is important to ensure security in such cases. All the necessary documents,
information, and data are stored in a computer these days which shall be protected
with utmost care. Following this, there is a lot of demand for cybersecurity and
ethical hacking professionals to keep all the sensitive information protected from
the hackers and develop new computer protecting the system.

Ethical Hacking includes few steps as follows:

e Reconnaissance.
e Scanning.
e Gaining Access.

e Maintaining Access.



e Covering Tracks.

Some of the most common modes of ethical hacking are shown here:

e Insider attack

e Outsider attack

e Stolen equipment attack

e Physical entry

e Bypassed authentication attack
e Social engineering attack

e Rules of Engagement

e Never exceed the limits of your authorization

Some of the hacking techniques that are commonly used to get personal

information in an unauthorized way are as follows

o Keylogger

e Denial of Service (DoS\DDoS)

e Waterhole attacks.

e Fake WAP.

o Eavesdropping (Passive Attacks)
e Phishing.

e Virus, Trojan etc.



Google Dorks: An Easy Way of Hacking

The Google Search Engine finds answer to our questions, which is helpful in
our daily lives.A Google Dork query, sometimes just referred to as a dork, is a
search string that uses advanced search operators to find information that is not
readily available on a website.

The basic syntax for advanced operators in Google is:
operator_name:keyword

Simple Google Dorks Syntax
site - will return website on following domain

allintitle and intitle - contains title specified phrase on the page
inurl - restricts the results contained in the URLS of the specified phrase
filetype - search for specified filetype formats
Using Google Dorks we can find the following data :
e Username and passwords
e Admin login pages
e Vulnerable entities
e Sensitive documents
e Govt/military data

e Email lists

e Bank account details and lots more

Over the decades of the internet’s existence, cyber threats have evolved at a
rapid pace. Malware is the short version of the word malicious software. And this
is a general term that encompasses many types of online threats including spyware,

viruses, worms, trojans, adware, ransomware and more. The purpose of malware


http://whatis.techtarget.com/definition/search-operator

is to specifically infect and harm your computer and potentially steal your

information.

Here are four of today’s most common cyber threats and the tips for Cyber security.

Virus - like a virus that can infect a person, a computer virus is a contagious piece
of code that infects software and then spreads from file to file on a system. When
infected software or files are shared between computers, the virus then spreads to
the new host.The best way to protect yourself from viruses is with a reliable

antivirus program that is kept updated.

Spyware - just like a spy, a hacker uses spyware to track your internet activities
and steal your information without you being aware of it. Credit card numbers and

passwords are two common targets.

Worms - similar to viruses, worms also replicate themselves and spread when
they infect a computer. The difference, however, between a worm and a virus is
that a worm doesn’t require the help of a human or host program to spread.
Instead, they self-replicate and spread across networks without the guidance of a

hacker or a file/program to latch onto.

Trojan -this type of malware is disguised as a safe program designed to fool users,
so that they unwittingly install it on their own system, and later are sabotaged by
it. Generally, the hacker uses a trojan to steal both financial and personal
information.

For Cyber security we also employ Open Source Intelligence.(OSINT) refers



to a collection of data from public sources to be used in an intelligence context, and
this type of information is often missed by link crawling search engines such as
Google.

Five OSINT techniques that bring intelligence to the enterprise are:

e Supply chain risk management and OSINT techniques.
e CEO business meeting planning

e Asset protection

e Country factbook monitoring

o Customer satisfaction analysis.

In conclusion, An ethical hacker is a computer and networking expert who
systematically attempts to penetrate a computer system or network on behalf
of its owners for the purpose of finding security vulnerabilities that a malicious

hacker could potentially exploit.
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